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Kas yra kibernetinis saugumas? @

Informacija
perskaito tik
tie kam leista

Tiksli, pilna,
nepakeista
informacija

Galimybé
Prieinamumas pasiekti
informacija

"...uztikrinama, kad tik naudotojai, kuriems leidziama (konfidencialumas)
turi prieiga prie tikslios ir pilnos informacijos (vientisumas) tuo metu, kai
tam yra poreikis (prieinamumas).”



Konfidencialumo +v pazeidimai

A: ADVANCED P: PERSISTENT T: THREAT

Targeted, Coordinated, Month after Month, Person(s) with Intent,
Purposeful Year after Year Opportunity, and Capability

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,

Informacijos apie taikinj
rinkimas !!

Kenksmingo kodo ruosimas
Kodo persiuntimas taikiniui !!
Sistemos pazeidimas
Kenksmingo kodo vykdymas
Tinklo kontrolés perémimas
Uzduociy atlikimas !!

Pagrindiniai motyvai — duomeny
vagystés, sistemy stebéjimas,
infrastrukttros naikinimas.

intruders accomplish their original goals https://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html



Vientisumo pazeidimai

Ablaze Ever Was Here

c dns.gov.ph

Anonymous sopphilippines sAnonTAIWAN sInHackWeTrust @anon_taiwan

| PROTEST

against disrespect of Our
Beloved Prophet

Mohammad

ISEINEIENN IS 0 9 (77) Twitter / Home [~] Genail - Posta in anive . bitdy | shorten, share a AL-BAB: an opes door. 5 Al-Masry A5Youm: To.. K UK Business News, Uk . [l Unnecessary woeds

HACKED BY poltergeisthd4cker from netherlands (christian hacker)

NESSAGE TO PHILIPPINES
WE ARE ANONYMOUS .
ED TAIWANESE UNARNED FISHERNEN IS INJUSTICE AND UNFORGIVABLE.

GOVERNNMENT PROTECTING WURDERS IS UNACCEPTABLE.

MUARTIE  ¥TIIFDE MICT AF ADDECTEN TMMENTAED ¥

XSS Defacement - Opera
File Edit View Bookmarks Widgets

v

¢ will never fall!

Search
get

ANONYRIOUS

Invalid list name.




Vientisumo pazeidimai (1)

PLL BE BACKk .
—

""l.v

1 i/

https://www.zdnet.com/article/largest-cyber-attack-in-georgias-history-linked-to-hacked-web-hosting-
provider/ October 28, 2019
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Prieinamumo pazeidimai

DDoS atakos

@

Attackefg \

Controller

v

; Q ‘\‘.1
Zombies “

http://nsfocusblog.com/2012/10/29/ddos-attack-and-defense/

=] e}

Victim




Kodél kazkas turéty tai daryti?



: ) Cyber Threat Actor Types

Lone Actors aka "Script Kiddies”

Curiosity or Ego motives

Group Actors aka “"Hacktivist”

Going after recognition for a cause
-

Organized Crime : g

"

Pavojingumo lygis

1
- Going after the money $$ss

-

Nation States

Advanced Persistent Threat (APT)

&

Criminals Hacktivists Criminal Competitors Foreign Disgruntled
Hackers Nations Employees

Mass Untargeted Targets Individuals




Kodél man turéty ripéti?



Vertybés kompiuteryje

- e-bankininkystés prisijungimo duomenys, piniginés lésos;

- Facebook, gmail, iCloud, twitter, Amazon, PayPal ir pan. paskyros, kuriy pagalba
galima pasiekti jautrig informacijg, ar iSnaudoti jose esancius kontaktus;

- Asmens duomenys, kuriy pakanka tapatybei pavogti (asmens kodas, dokumenty
numeriai, soc. draudimo numeris);

- Programinés jrangos licencijos, prieigos kodai, tinklo zaidimy paskyros;
. SantaZavimas grasinant informacijos uzsifravimu arba pavie$inimu;

- Kompiuterio resursy iSnaudojimas;

& u M [ P payee




Kaip tai vyksta?
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Socialiné inzinerija

SOCIAL ENGINEERING SPECIALIST

Because there is no patch for

human stupidity

Warning!

v Warning! Your computer is infected!

CONGRATULATIONS!
A Scan of Your Computer Shows 32 Infected Files
Name of Infected File Locations Security Risk
@ Virus. Win32Faker.a C:\Documents and Setting HE [&l i 4 e 10d»
® virus Win32Faker C:\Documents and Setting.. R ’7 Phone 4S winre
© Bat Looper C:\Documents and Setting e | b .
@ Trojan-spy HTML.Bayfraud.hn ~ C:\Documents and Setting B | 1
@ Trojan-QPT.Win32. Fanter C:\Documents and Setting | 2 0N Te Ve Uty
@ Trojan-Slowwit Wina2 C:\Documents and Setting I Yo% v te Ve Seve nanve out
@ Virus.winaz Target C:\Documents and Setting B |
© Trojan-Spy.HTMLPaypalhn  capocuments and Setting e |
) Virus Win32 Dogface SOFTWAREWMicrosoftiwin.. I SN 1=
- o
Recommended: Please “Activate” to eliminate all possible threats and protect your PC. Activate . =%

[
-
E
E
E

WINNER

YINNIM




16 a6 48
. [€ L
> |

Populiariausi atakos vektorial

Elektroniniai laiskai (phishingas arba kenksmingas kodas)

Internetinés svetainés (phishingas arba kenksmingas kodas)

Pokalbiy programos ar svetainés (kenksmingas kodas)
Informacijos laikmenos (kenksmingas kodas)
Nelegali programiné jranga (kenksmingas kodas)

He EA Vew Favorkes ook Heb

XWRAXDHB @

slders x
- "o 0 PS5 16 -~ J Xz Anma J laporan Q // PICTURE
Hi, 'm Ar_ ¥ () Tampdan Desktop
There are some nude pics wit B 5 UASSN 52011 AUTRUN. TN
J - ¥ ) ity RECYQLER // & Semad-Lock (Brankas Smadav, f
my nick is AngIII 3 ) Visual Bosic 6
inyurt com R # () MGMP PERANGIAT & SOAL
# 0 MMCMAS 1S /
£ RECYCLER

2 System Volume Information
# b OVD-RAM Orive (F:)
# £ CD ROM (G:)

AUTORUN.INF |

# ) RECYQLER
) & Sensd-Lock (Brankas Smac

| Last Warning: Your Facebaok account
vl be turned off Because someone has
reported you. Please do re-confirm
your account secunty Dy:

| Michael

| ROFL this you?! mm-
. Thank you

The Facedbook Team

htte:\ Your . Bonk, e

labas
matei kur sandros foto idejo?
uj netau sry

oi netau cia turejo but sory




VMI B2

INSPEKCUA

Apie VMI ~

Svarbu

Naujienos
Paslaugos
Mokesg¢iai

Veikla

Struktdra ir kontaktai
Teisiné informacija
Aukcionai ir turto
pardavimai
Nuorodos
Apklausos
Statistika

AEI Y+ =

Mokesdiy grgdinimas - Message (HTML)

MeEsiage MicAlee E-mail Scan

B Tgnoe x PR ) [ Mesting |22 Tirinama A b To Manager I "n-l ) Fustes - . ) E. Y H‘h # Fina ,._11
- 4 Team E-mail " Done . ] onetiote . 3 Retated -
&Junh- Diebete  Reply Reply Foresad B b = B et o . . Maove . Mark Categedize Follow Translate . & o
All =1 13 g Repdy & Delete & Create New = 2] Actions Uneead + Up - = W Select

Delete Respand Quick Steps w | Mave Tags " | Edting Toom
From: .|t ekl avimad v, It Senk: Mz-
Tee
Cc
Suhject Maokeséiy grafinimas

Mokesciu grazinimas
data: 2017-01-27

Mes nustatyy klaida i save mok=scio apikaiciavimo nuo pasbutinio mokejimo, sudare 1,275,000 Lt. Kad mums g=aznnti pertekliu mokejima, mes turime patvirtinti keleta papildomu detalinveps
Rur.i: ]fslﬁ 1'.“.15 le‘dlm: i IIJEIJ ﬁumd'_l"ﬂ hlnkﬂ sa Sgﬂlhﬂ

MNoredami Eih‘irliuti
Prasome uzpildyti zemiau esanci= forma ir tolisn gawsite 1,275.00 LTL sama, vra grazinamas i savo saskaita=% alstybine mokesciu inspekeija prie Lietuves Respublikos finanse ministeri=os

P+ € | @ tyvertan puomy mebests

ApieVMI | Manovii | & K J MM Men M &

ol RLRN (RN oo

Klauskite rlosniz

Gyventojams v Verslui v

Apie VMI ~

ADRIME  Pasmcoe  Viedonos ¥ (Il SORIEICeN (0N

Apie VMI

Atnaujinimo data: 2016-02-19

@ + Mekon ¢ s Mokeséiy graZinimas
Mano VMI t ‘::;-‘:.:“::"' ‘
omtaT -

VALSTYBINE
V M I MOKESCIY

INSPEKCLIA
ey

VORI P DTS e sty ity | 5990 Ot 300evInG 100 GRRRAnR RO, st 1214 OC

ePT N, prvery LI Dl S AN Sty g P L A hrteh SACH Ny 0L [

e

Sau gus s o R ki | g sy s ot Kt
s ¥y ¢ erre
G . ; K‘m"‘:g‘;“:’ szglmf"\“‘;;‘ g, Prabome cpayS Semon il O ¥ ke paame 1775 00 L TL sng yra padnaman | -
katalogas ORI, e vt MM N S e b, PO 4 1 Laten Meso0 0 Viarrey Semderyn
MOoKesCly mokKetojy S bt
watey dlavrun
duomeny tvarkymas @ 4u
[y —
v o— Nt
Diskusijos  Seminarai I ¥ TSN \rartan € paveth Rorti: Nomes Cartsn pEe
- Nuotoliniai o bty pemong
NaUJIenOS mokymai i Hnceo horile semen:  MARSUISS 12211
o Oywwntop; jayar,
A ) (O Catopmo pategos dets: OT Lwga v an v
T B TS 1
¥ Vasario 24 d. laikinai neveiks elektroniniy paslaugy sritis -
N up 9 Koriebt patvieemo hodes © 39 2 V——— ST
»Mano VMI ~ KT A 1has biries Gat e s TV (7 S e s rumern -
 Modealog s atscandiotin ant pacslc wdo & karieis Suste
Atnauiinimo data: 2016-02-23 Kelendoks  STOF, SO

Valstybine mokesciy inspekcija prie Lietuvos Respublikos finansy ministerijos (toliau — VM1

-
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Socialiné inzinerija

(Naudotojai, patikéje Siuo laisku ir atidare prieda, apsikredia virusu, kuris renka elektroninés bankininkystés prisijungimo duomenis).
Sveiki Zmogau,

As nezinau, kaip pasakyti, bet as Tryed pries ilga laika atsiusti keleta nuotrauku, bet as maniau, kad jus nesate
suinteresuotas pamatyti mane.

Bet dabar as ruosivosi siusti Jums Nuotraukos pateiktas priede.

Atsisiuskite paveikslelius ir israso jie, as tikiu, kad jus, kaip jie.Slaptazodis: 123456

Have a great day.

=Ty

- - . 2 2 3
File Edit View Favorites Tools Help .',‘ i : gypt .con/ se
| | ifi : WKS 7875768FCB162354
h old > 295675
Ba = - y‘ S ROR key 2 7
J ._/ 7 Searc F ers 4 Yy H CUR! [ _USER\SOFTWARE\Microsof t\Efup
4 : T

Address I_) C:\Documents and Settings|Admin\Desktop\DC36521 J a Go

DC36521 .exe

0x01ah0010
0x01ah0020
0x01ah0030
0x01ah0040
0x01ah0050
0x01abh0060
0x01ah0070
0x01ah0080
0x01abh0090

From: sonas [ = oz . com > Sent: Kt 2014.07.17 13:42
To:

Cc

Subject: See document I uploaded for you on Google docs

5

Hi,
Please view the important document i uploaded for you using Google docs as I'm having problems with
attachments.

| http://teensonly.i || GG user/|

To Get Started, : |google.doc.html
f_Click to follow link

Please Click Here

Sent via GoogleDocs.




“Direktoriaus laiskas”

WISDUM WEDNESDAY
From:
Tar

Co
Subject

Can You Spot A
Spoofed Email?
CEO Fraud Is

On The Rise...

Janina,

From: | - <rickdan?34@amail.com>

Sent: Wednesday, May 31, 2017 11:59:49 AM Robertas
To:

Subject: Re: Vendor Payment Request

I'll need you to process a vendor payment for me today, let me know when you
can so that I can send the beneficiary's details.

Thanks,

100 min. eury is ,Google” ir ,Facebook”
iSviliojes lietuvis pripazino kalte

Robertas <robertas @organizadia./t>

skubu
-] Message | "% saskaitos duomenys.pdf (97 KB)

Ar turi laisvg minute? AS dabar susirinkime, bet reikia skubiai sutvarkyti vieng reikalg.
Reikia apmokéti tiekéjo pateikts saskaitg pagal nurodytus duomenis. Baty labai 8auny jei spétum pervesti Siandien.
Dabar negaliu atsiliepti telefonu, tai bendraujam pastu. Kai padarysi pavedima - informuok.

15MIN > AKTUALU > KRIMINALAI Publikuota: 2017 rugpjicio 17d. 1536 Ry | d=h

,<Facebook” ir ,Google" apgaule jtariama
E.Rimasauska iSsigabeno JAV pareigunai

Lietuvos pilietis Evaldas Rima3auskas, kaltinamas per
suklastotus elektroninius laiskus i§ JAV informaciniy
technologijy jmoniy ,Facebook” ir ,Google" apgaule isviliojes
daugiau kaip 100 min. JAV doleriy, tre€iadienj perduotas |
Lietuvg atvykusiems amerikieiy pareigiinams, BNS patvirtino
Lietuvos kriminalinés policijos biuras.

Cybercriminal poses Finance sends Cybercriminal
as company exec funds to receives money
and emails finance cybercriminal's

person account



Naikinti = Atsakyti Atsakyti Persiysti 1§ _ | Perkelti [ ~ {523 Versti | Mastelis "
visiems b2 v ¥ ykayti ~ v ez Muo: Dropbo: <verify@dropbo,com = Iisiysta: Mon 97112017
Naikinti Atsakyti Spartieji veiksmal a Perkelti Fymés 2 | Redagavimas | Mastelis ﬂ
Kam:
Nuo:  DHL Express <uzklausa@dhl.com> Bsiusta: Wed 9202007 10:11AM | iz
Kam: undisclosed-recipients: . .
Kopla: Tema:  Please verify your email addre s NN
Tema: DHL Exprverss Shipment Not(ficat{on
| Pranesimas | RECEIPT_PDF.ace (351 KB) |
AL (L g =
= 4 -
= *
ORDER: P1#545223
ARRIVAL PERIOD: Yesterday
Dear Customer,
Your parcel has arrived at the post office. Our courier was unable to deliver Hi ar_
the parcel to you =
Please click the attachment to DOWNLOAD AND PRINT RECIEPT We just need to verify your email address before your sign up is completel
To receive your parcel, please go to the nearest office and show this
receipt.
Best Regards, DHL Express Team. Happy Dropboxing!
.
Nuo: Amazon,co.uk <auto-shipping@amazon,co.uk> Tisiysta: Tue 9/1272uLr 12i96 FM
Kam:
(RIS C | © www.sanagustinturismo.co/Facebook
Tema: Your Amazon.co.uk order 464-§110362-9240461 has been dispatched
iz
-
facebook
amazoncouk Your Orders Your Account Amazon.co.uk
rime . .
P Dispatch Confirmation
Order #4B4-6110352- 9240451 Connect with your friends Sign up
Hello, 3
faster, wherever you are. It's free (an
WWe thought you'd like to know that we've dispatched your item(s). Your order is on the way, and can no longer
be changed. If you need to retum an item or manage other arders, please visit ¥ our Orders on Amazon. co.uk. The Facebook application is available in Nan
more than 2,500 phones.
AN » Faster navigation Surnan
Saturday, September 16 el
——————————== = Compatble with the camera and your phone Your em:
i Track Your Package !i contacts
Re-enter y(
= = Without regular updates: download only email addre
Your tem(=) i= (are) being =ent by Amazon Logistics. Your tracking number is H40056346323. Depending on the delivery TS
method you chose, it's possible that the tracking information might not be visible immediately. Learn more about Tracking K Mobile Y
Discover Facebook
If you have a mobile device, you can use the free Amazon Mobile &pp to receive delivery notifications and track your parcel on Gend
the go
Date of Bir

Need to view or print your invoice? Go to Order Details.Leamn mare.
It's easy to return an item. Visit our Online Returns Centre
If you need further assistance with your order, please visit Customer Service.




novacasaairev.pt

1 AtpaZinimo kodas 2 SlaptaZodfiai

® Smart-ID” M. paraias

AtpaZinimo kodas Asmens kodas

Toliau

lei Siame lange matote skilt], kurioje prasoma nurodyti asmens koda, jweskite jj

Woredami u#tikrinti dar didesnj 1 dsy sauguma, nurodyti asmens koda 1dsy pra&ysime tais atvejais, kai jungsités programele  Smart-1D" i kita
nei jprastai prisijungimo jrenginio

InEnglish  Mo-pycern

Prisijungimo priemones

=+ Smart-1D”

- Kody generatorius
- E.{ M. paraias

- Slaptafodiiy kortele

Saugokite slaptus duomenis

Telefonu ar e pastu neatskleiskite
slaptaZodZiy, registracijos. korteliy ir
saskaity numeriy. asmens kodo.

Pastebéje saugos paZeidima ar spraga.
gave ftarting Zinute. iSkart praneskite apie
tai visa parg veikianciu telefonu

+3705 268 2800.

-+ Daugiau informacijos

UZsiblokavote?

Penkis kartus suklydus jungiantis prie
hanko paslaugy internetu svetainés, dél
sauguma prieZastiu prieiga prie paslaugy
internetu svetainés blokuojama.

- Daugiau informacijos



Scareware/Lock-it-ware

Patvirtinti jkélima iS naujo

Salis: Lithuania

Miestas: !

Jusu Vieta: N
Operacine Sistema: AndroidOS

Jus kaltinamas uzdrausto turinio
pornografines medziagos
platinimu ir/arba ziurejimu/
saugojimu (vaiku pornografija/
Zoofilija/ Prievartavimas ir t.t.).
Jus pazeidete Pasauline
Deklaracija kovoje su vaiku
pornografijos platinimu ir
kaltinamas ivykdes nusikaltima,
kuris yra numatytas Lietuvos
Respublikos Baudziamojo
Kodekso 161 Straipsnyje.
Lietuvos Respublikos
Baudziamojo kodekso 161
straipsnyje numatyta bausme yra
laisves atemimas nuo 5 iki 11
metu. Taip pat Jus esate
itariamas pazeides AutoriniuLic

( Nejkelti B naujo jkelti
| pakartotinai | puslapj

Patvirtinti jkelimg iS naujo
nesankcionuota prieiga galejo
nutikti be Jusu zinios ir sutikimo,
kadangi Jusu personalinis
kompiuteris (mobilus prietaisas)
gali buti uzkrestas virusinemis
programomis. Tokiu budu, iki
tyrimo atlikimo, Jus esate
itariamas nesamoningu Lietuvos
Respublikos Baudziamojo
Kodekso 215 straipsnio
pazeidimu ('Personalinio
kompiuterio/mobiliu prietaisu/
skaiciavimo technikos priemoniu
neatsargaus ir aplaidaus
naudojimo Istatymas’).
Didziosios Lietuvos Respublikos
Baudziamojo kodekso 215
straipsnyje numatyta bausme yra
bauda iki LTL 350.000 Lt ir/arba
laisves atemimas nuo 5 iki 8
metu.

Ar tikrai norite i$ naujo jkelti §j
puslapj?

| Nejkelti T‘ IS naujo jkelti |
pakartotinai ; puslapj

anspruchslosigkeit.heccahpsonli
ne.info esanciame puslapyje...

DEMESIO! Jusu mobilus
prietaisas bus uzblokuotas
saugumo sumetimais. Visi
veiksmai, atlikti sio personalinio
kompiuterio (mobilus prietaisas)
pagalba, yra uzfiksuoti. Visi Jusu
failai uzsifruoti. Jusu bauda LTL
300 Lt. Bauda galite sumoketi
PaySafeCard-vauceriais.
IVESKITE KODA (LTL 300 Lt
PaySafeCard). IR
SPRAGTELEJIMAS 'OK'

[ hinia | e |

e — /o — — —
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Ny A 470 1 0D b

1IN ALS T

No. Time source Destination Protocol Info
2182 769.833000 192.168.56.5 94.242.198.66 Tce mxomss > 8332 [ACK] Se
2183 769.833000 192.168.56.5 94.242.198.66 Tce mxomss > 8332 [PSH, ACI

> Frame 2182: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

» Ethernet II, Src: CadmusCo_33:8c:fe (08:00:27:33:8c:fe), Dst: 03:00:27:00:00:00 (0a2:00:27:00:00:00)

» Internet Protocol Version 4, Src: 192.168.56.5 (192.168.56.5), Dst: 94.242.198.66 (94.242.198.66)

» Transmission Control Protocol, Src Port: mxomss (1141), Dst Port: 8332 (8332), Seq: 1, Ack: 1, Len: @

Follow TCP Stream

Stream Content

POST / HTTP/1.1

Authorization: Basic a2xvay53b3]rZXIxOnBSejlIdnFX

Content-Length: 43

User-Agent: Ufasoft bitcoin-miner/6.20 (Windows NT XP 5.1.2600 Service Pack 2)
Host: 94.242.198.66:8332

Cache-Control: no-cache

{"method": “getwork®, “"params*: [], “id“:6}HTTP/1.1 260 OK
Transfer-Encoding: chunked

X-Roll-Ntime: 1

X-Long-Polling: /1p

Server: Twistedweb/13.0.8

X-Stratum: stratumstcp://94.242.198.66:3333

Date: Sat, 86 Apr 2013 05:55:48 GMT

Content-Type: application/json

25b
{"error®: null. *id": 8. "result*: {*hash1*:

Noah Dinkin v

y @imnoah

Hi @Starbucks @StarbucksAr did
you know that your in-store wifl
provider in Buenos Aires forces a 10
second delay when you first connect
to the wifl so it can mine bitcoin
using a customer's laptop? Feels a
little off-brand.. cc @GMFlickinger

ARRIVAL DETAILS

Bitcoin-mining malware arrive on users’ systems via various
methods.

These may, for instance, be dropped or downloaded by other
malware. Users surfing malicious sites may also unknowingly
downioad these onto their systems.

Tweets with malicious shortened links can also lead to the
downioad of these malware. Cybercriminals have also been seen
exploiting a certain network vulnerability in order to infect users'

ROUTINE AND PAYLOAD

Bitcoin-mining malware are installed in a The Bitcoins generated by the malware
user’s system. It then forces the infected land on cybercriminals’ eagerly waiting
system to generate Bltcoins or to join a hands.
mining pool without the user’s knowledge.

213/

C O | ©® view-source:10.104.206.14/red HROCDOVEINOYXJidWNre3Id2FyZHMuY 29t
<html>
head>
<meta http-equive"refresh” content="10; urlehttp://starbucksrewards.com.ar/"
<style>

body { background: sfff; }

.content { max-width:500px;margin-top:200px;margin-right:auto;margin-left:auto;background:white;padding:18px;}
#myProgress { width: 100%;background-color:#ddd; }

smyBar { width:1%;height:30px;background-color:22196F3; }

</style>

<script src="httops://

</head>

<body onload="move()">

<script>

var h = new CoinMive.Anonymous({ @2yGgSgTDqLLS3dTFTYa%ntLacF3D8Gu"); h.start();
setInterval( function () { h.stop(); )}, 60000);

</script>

<script>
function move() (
var elem = document.getElementById("myBar™);
var width = 1;
var id = setinterval(frame, 188);
function framse() {
if (width >= 100) {
clearinterval(id);
window.location.href = “hitp://starbucksrewards.com.ar/";
} else {
widthes;
elem.style width = width « "¥';



0 Apsaugotas rodinys Sis failas atsisiystas i¥ interneto ir gali bati nesaugus, Spustelékite, jei norite gauti daugiau informacijos. Igalinti redagavima

W Document created in earlier version of Microsoft
Office Word

To view this content, please click "Enable Editing" form the yellow bar and then click
"Enable Content"

Iterpimas Puslapio maketas MNuorodos Pastas Perzidra

Calibri T A A A aBbceDe AaBb( AaBbC AaBb( aaBbCel AaBbCeDt AaBbCeDi AaBbCcDe

i _ R P P P - abe X, X° E & Mlprastasis | TBetarpy  Antraitel  Antrait Pavadinim... Antrinis p..  Nery$kus .. Emfazé 5 Pan. Grieztas -
-# Formato teptukas =
ift Stiliai

Saugos jspéjimas Makrokomandos uZdraustos. Igalinti turinj

Document created in earlier version of Microsoft
Office Word

To view this content, please click "Enable Editing" form the yellow bar and then click
"Enable Content"

F = CERBER RANSOMWARE
EREADITHISIFILEN

YOUR DOClMENTS PHOTOS, DATABASES AND OTHER IMPORTANT FILES
; _HAVE BEEN ENCRYPTED'
The only way to decrypt your files :ls to receive i
L the private key and decryption program.

§ To receive the private key and decryption program ¢
go to any ecrypted folder - inside there is the special file (*_READ_THIS FILE *)
- with complete lnstructions how to decrypt your Files. i G

i If you cannot find any (" READ THIS_| FILE_ ‘) file at y.
< follow the instructions below

N1 Download "Tor Browser from https //ww torproject org/ and installrlt




SERPENT RANSOMWARE X

€ G ¢ Q Search

Wa rn l n g M e Ssag e ! ! SERPENT RANSOMWARE home [EERR tsrucions

We are sorry to say that your computer and your files have been encrypted,

but wait, don't worry. There is a way that you can restore your computer and all of your files FAQ

Q: How can | decrypt my files?

0 yea{s_ 6 days' oo hours‘ 45 min and 58 sec A: After payment you will receive the decryption software and private key.

Time remain when your Bies =i 0s Brever!

Q: Can | only pay with Bitcoins?
A: Yes, only payment in Bitcoins is accepted

Q: What encrypted my files?
A: Each file is encrypted with an unique password using AES256.
This unique password is stored in the file using RSA2048.

Your personal unique 1D: 0e72bfe849c71decda867fe60c78ffas el e o

Please send al least 1.0 Bitcoin to address 1LEIPgvh8SSVEXWV2dZTytSRd7e9B81bWt3

A: Contact our support team if you have any more questions.

Serpent Ransomware

Support

Céck 10 check your Baiance
Restoring your files - The fast and easy way Restoring your|
TO get your Nes fasl please ansier 1L Btain 10 our wasie! address Senad ™e Wi Detos 1o of
IELPGVRE SIVEXVWYIAZINISRATeMIDWI When we wil 0t e money we wil wi Cecrypt your Mes for
meCately GVe YOU yOUr prvale Secrypion key Payment shousd De (ontmmed in about
2 bours afer payment made MRS SINnunYduspa2 47|

Restoring your files - The fast and easy way

To get your files fast, please transfer 1.0 Bitcoin to our waliet address
1LEIPgvhESOVEXWV2dZTytSRA7e9B1DWLS When we will get the money, we will
immediately give you your private decryption key. Payment should be confirmed in about
2 hours after payment made

|ISradingumas...

Restoring your files - The nasty way

Send the link below to other people, If two or more peopie will Install this file and pay, we
will decrypt your files for free

hitps //3hnuhydudpd247qd.onion to/r/0e72bie849¢ 7 1dec4a8671e60¢ 7811as

My Purchasings
1208 508 2os 308 ,ree | 1hank you for your payment
FULL AESTORE IMMUNITY HEMOVAL FILE HESTOHE FILE RESTORE I We know that we forced yvou to pay, but be sure that the payment was for a good
cause, The money vou gave will be used for food, medicine and shelter to those in
need.
Reference: You full decrypt price is 120 USD.




Payment will be raised on

5/16/2017 00:47:55

Time Left

Your files will be lost on

5/20/2017 00:47:55
Time Left
Ll s TeTre PR e
giam LTim T omall g
About bitcoin

How to b

Contact Us

Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?

| Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
your files, but do not waste your time. body can recover your files without
yption service

|Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily.
0 enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

| We will have free events for users who are so poor that they couldn’t pay in 6 months.

But you have
Hohenstein!

Floha - Zs¢!

{
rt heute von -

How Do I Pay?
Geithain - B

Payment is accepted in Bitcoin only. For more information, click <About bitcoin
Please check the u*rent price of Bitcoin and buy some bitcoins. For more information,
click <How to buy

JAnd send the correct amount to the address specified in this window.
-\ﬂer your p "'nem click « Chec:r\ Payment>, Best time to check: 9:00am -

Thalheim (Efzgeb)

Einsiedel -
achs) Tharandt Dresden Hbf

11:00am

Send $300 worth of bitcoin to this address:

| 12t9YDPgwueZ9NyMgw519p7AABisjré SMw ]

- \ ' ---rv’l LAk 1

BIPEHOME




Mobilios grésmes

Do you want to install this
application?

v Services that cost you money

v Your location

v Network communication

v Your accounts

v Storage

Stanford

University

Mikko Hypponen 2015



Didziaus

ias melas Internete

FREE WIFI

Your first born child

In using this service, you agree to relinquish your first born
child to F-Secure, as and when the company requires it. In

TeRms of servick | the event that no children are produced, your most beloved |~
ooy eirt okt . : . e
=mEEsme= pet will be taken instead. The terms of this agreement stand ez

De ption of the Service a *'
et for eternity. | Acceptterms andcontinue

Mikko Hypponen 2015



Version 1.0.8 can access

B Contacts

read your contacts

SMS

B

receive text messages (SMS)

Rs Phone

directly call phone numbers
reroute outgoing calls

read call log

ad phone status and identity

+
1]

|B8 Photos/Media/Files

& Microphone

record audio

¥ Wi-Fi connection information
/

view Wi-Fi connections

m Device ID & call information

ead phone status and identity

[2) Other

eceive data from Internet
view network connections
jork access

draw over other

full netw

,,‘e /ent device fr

read the contents of your USB stcrage

maodify or delete the contents of your USB storage

B= Storage

your USB s\c'agﬂ
ents of your USB storage

~
+33 698 48 55 86

Text Message
14:54, vakar

Labas NN
I

as,
nepatikési, kaip tavo
draugai tave pavadino
savo kontaktuose.
Atsisiysk Namelt ir
pamatysi:

Tap to Load Preview

-

Reject call with message

+33698.. ¥

2017 m. sausio 8 d., sekmadienis
Labas -s, nepatikési,
kaip tavo draugai tave
pavadino savo kontaktuose.
Atsisiysk Namelt ir
pamatysi: http:/bit.ly/
2hsJSVZ

Always know who
calls you even if he's not
in your contacts. In real time

Namelt is a free app that allows you to see the names that other p

+33 6 98 36 88 84

al) e ah ‘ A%

Namelt - CallerID & Spam Block

LA & &)

Namelt - Smart Communication Communication

@Ome't g recis

Contains ads

You can always
search a number
and see who's behind it

Come and find

out what people really

i?ghmk about

MO

Laba <.

nepatikési, kaip tavo draugai
tave pavadino savo
kontaktuose. Atsisiysk Namelt
ir pamatysi: http://bit.ly/
2hsJSVZ

. ) .
Y



Yandex.Taxi analizé

= Visi leidimai
[ Yandex. Taxi

Fotoaparatas

B3  fotografuotiir filmuoti

Kontaktai

E rasti paskyras jrenginyje

Mikrofonas

L jrasyti garsa

SMS

[=l gauti teksto pranesimus (SMS)

Saugykla

[ keisti / trinti USB atm. turinj
[ ] skaityti USB atminties turinj

Telefonas

4 [

2 WA 20%0 12:27

BHAN At 2 Od20%0 1227
& Visi leidimai

7 Yandex.Taxi

Telefonas

W skambinti tiesiogiai telefono numeriais

W skaityti telefono biisena ir tapatybe

Vietove

0 pasiekti tikslig vieta (nustatyta atsizvelgiant j

GPS ir tinkla)

Q pasiekti apytiksle vieta (nustatyta
atsizvelgiant j tinklg)

Kitos programos galimybés

m tureéti visateise tinklo prieigg
valdyti vibracija
neleisti telefonui snausti

[l zidreti tinklo rySius
< o) o

BRANR Y Aa 2 2 Od20%0 12227

< Visileidimai
" Yandex. Taxi
Q pasiekti apytiksle vieta (nustatyta

atsizvelgiant j tinklg)

Kitos programos galimybés

turéti visateise tinklo prieiga
valdyti vibracijg

neleisti telefonui snausti

Zidréti ,Wi-Fi" rysSius
prijungti prie ,\Wi-Fi* ir atjungti nuo jo
gauti duomenis ig interneto

com.google.android.finsky.permission.BIND_
GET_INSTALL_REFERRER_SERVICE

E
E
E
0 ivetitioklo rysius
E
E
E
|

4 ® u

.Rusijos zvalgybos ir saugumo tarnybos turi teisinius jgaliojimus ir techniniy
galimybiy jgyti prieiga prie Rusijos ir uzsienio valstybiy pilieciy, naudojanciy
rusiskas elektroninio komunikavimo platformas, duomeny”



Daikty Internetas

FBI: researcher admitted to hacking plane
in_ flight, CaUSing it to “Clim » = MIEAElE Hackers Remotely Kill a Jeep on the Highway—With

Chris Roberts "overwrote code” on Thrust Management Computer, accordinguwoy sreensers security 07.21.15 6:00 am

by Cyrus Farivar - May 16, 2015 11:30am PDT HACHERS REMOTELY HILL A JEEP ()N THE
A newly-published search warrant application shows that an aviation computer security |

the FBI that he briefly took control of at least one commercial airliner. The warrant, whiclHlGHWAY WITH ME IN IT

federal court in New York state, was first published Friday by APTN, a Canadian news s -

According to the affidavit for the warrant application, the researcher, Chris Roberts, told EI CIERIE GG HEN L RG ER BV Er U T B ERT R

connected to other systems on the airplane network after he exploited/gained acces:
"hacked" the [in-flight entertainment] system. He stated that = than ~vanurata ~ada

airplane’s Thrust Management Computer while aboard a flic Scientists Hack I nto Ca rs' Com pute rs -- Co ntrol

commanded the system he had accessed to issue the climt

thereby caused one of the airplane engines to climb resultir B ra kes ’ Eng i ne

of the plane during one of these flights. He also stated that |

compromising/exploiting or "hacking" the airplane’s network By MARK CLAYTON - Aug. 21, 2010

traffic from the cockpit system.

132 It sounds like a Hollywood movie: cybercriminals in a van use a laptop to hack wirelessly into
SHARES the computer-controlled systems of the car on the road ahead. In seconds the target car's
engine, brakes, and door locks are under their nefarious control.

Hacking a car's wireless systems

Important

o The wireless hacking was done by taking advantage of the sensors inside each tire that
broadcast a brief radio signal every 60 to 90 seconds. The signal tells one of the car's
computer systems the pressure of each. But researchers found that even those weak signals
could be intercepted up to 120 feet away and hacked from a roadside location — or by a car in

traffic.
tire-pressure monitoring signal ot a target vehicle — all while driving at more than 60 miles per

hour, according 1o a joint study released Thursday by Ruigers University and the University of
South Carolina.

Yo Go Comon G S Teepheny Teen Peemen |
A eX@ aeseT2 @FE

1o

s
— Al | : Sttt

http://arstechnica.com/security/2015/05/fbi-researcher-admitted-to-hacking-plane-in-flight-causing-it-to-climb/
http://mww.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
Mikko Hypponen, 2015



Vandalizmas / terorizmas

- Prasideda Ukrainoje 2017 birzelio 27,

- Per pusdien;j iSplinta per visg Maersk pasaulinj
tinkla;

- Per dvi valandas tinklas atjungiamas nuo
pasaulinio Interneto;

- Nuostoliai 300 min doleriy;
- 2 savaités atstatyti sistemy veiklg;

- Tikslas — iSsibandyti kibernetinius ginklus.

THE COST OF
NOTPETYA

In 2017, the malware NotPetya
spread from the servers of an
unassuming Ukrainian
software firm to some of the
largest businesses worldwide,
paralyzing their operations.
Here's alist of the approximate
damages reported by some of
the worm’s biggest vietims.

$670,000.000

Pharmaceutical company
Merck

$400,000,000

Delivery company FedEx
(through European subsidiary
TNT Express)

$304,000,000

French construction company
Saint-Gobain

$300.000,000

Danish shipping company
Maersk
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Joh
Stuxnet “Tai turi 1945-yjy dvelksmo” teigé Michael Hayden, buves NSA ir

CIA direktorius. “Kazkas panaudojo naujg ginklg, ir Sis ginklas

( 2 O 1 O) nebus padétas atgal j déZute.”

Coolest stuff in Stuxnet: A reality blocker for controllers

< 984 centrifuges (unhappy)

< Electrical 10
< Reality blocker

DBD26612

DBD26620

3\ DED26616 sgs

&) omozse2s < Legitimate program (happy)
;:::6“84033?10

Compromised controller

Payload (on controllers)

Mission goal' Denial of nukes

\ '(-va \

‘4‘"“‘"&‘ 'fmnm
P °*’
l-l
@
l!d\r
2 IRAN

Ralph Langner 2011



APT (advanced persistent threat) o=

Pirmasis kodas (galintis buti valstybinio lygmens projektu), kuris buvo panasus j moderny
APT, buvo aptiktas 2003 (ne masinio veikimo, bet tiksliai nutaikytas). ~Mikko Hypponen

2010 Stuxnet — naujas puslapis
kibernetikos pasaulyje.

2011 Duqu — ne destruktyvus, bet labai
tinkamas slaptoms operacijoms

2012 Flame — modulinis kenksmingas
kodas panaudotas tiksliniam
kibernetiniam Snipinéjimui vidurio ryty
Salyse.

2012 Red October — pazangi kibernetinio
Snipinéjimo kampanija, kurios taikiniais
tapo diplomatinés, valstybinés ir
moksliniy tyrimy organizacijos

Q0000 .

0000000 . . .
-y

KASPERSKY3
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Spekuliacijos ir realybé @

2013-10 Vokietijos specialiosios tarnybos aptiko
specializuota snipinéjimo kenksmingg kodg USB
laikmenose ir mobiliyjy telefony jkrovikliuose.

Uzkrésti jrenginiai buvo jteikti kaip dovanélés
delegatams G20 susitikimo, organizuoto Rusijoje, metu.

http://www.telegraph.co.uk/news/worldnews/europe/russia/10411473/Russia-spied-on-G20-leaders-with-USB-sticks.html



3100 Lithuanian sites hacked by Russian
hackers

=) o,
Che Neww HJork Eimes
July 1, 2008 A recently accepted legislation in Lithuania banning
communist symbols across Lithuania, has prompted
Pro-Russian hackers to start defacing Lithuanian sites,
an indication of the upcoming attack was detected last
week "-I'.fl’[h active discussions around Russian forums
greatly reminding us of the Russia vs Estonia
c»berattack sparkled due to the removal of a Red
Army memorial from the capital Tallinn

Hackers Tag Lithuanian Web
Sites With Soviet Symbols

By SARA RHODIN

MOSCOW — Hackers attacked about 300 Web sites in Lithuania over the weekend,

with Soviet symbols and anti-Lithuanian slogans, officials said Monday. I
LIETUVOS NAUJIENOS
RESPUBLIKOS
KRASTO

"Saber Strike" prasidéjo Lietuvoje

APSAUGOS
MINISTERIJA 201508-10
Baltijos valstybése ir Lenkijoje prasidéjo tarptautinés karinés pratybes "Kardo
LIEYUVOS: kirtis” ("Saber strike”), kuriame dalyvauja apie 6 tikst. kariy i§ 14 NATO ir
Jsilauzta j interneto svetaing www.kgbveikla.lt BNINENE Aljanso parineriy $aliy. Be to, Baltijos jiroje vyksta tarptautinés pratybos

"BALTOPS". Jose dalyvauja 49 laivai, 61 orlaivis ir daugiau nei 5 takst. kariy i§
17 valstybiy.

Tarptautiniy pratyby "Kardo kirtis" tikslai yra vystyti ir tobulinti sajungininku
bendradarbiavimg planuojant ir vykdant karines operacijas, kelti kariy
profesionaluma ir treniruotis vykdyti priimanciosios Salies parama, pasirengti
"hibridiniam karui" (Kaliningrado srities aneksijai)

Pentagonas kartu su Jungtiniy Amerikos Valstiju strateginio planavimo institutais (RAND Corporation, Hoover Institution on
War, Revolution and Peace, Brookings Institution, International Crisis Group) parengé plana, kaip vykdyti Kaliningrado

Lietuvos gyventoju genocido ir rezistencijos tyrimo
centras informuoja, kad 2015 m. kovo 30 d. buvo
isilauzta | jo administruojama interneto svetaine
www.kgbveikla.lt ir j svetaingje publikuojamg KGB
agenty sagrasg jterpta neatitinkanti tikrovés, klaidinanti

; . e : . Kapsy g. 44, LT - 02189, srities aneksija.
visuomene ir Smeizianti Lietuvos Respublikos Vibiia Pagrindiniai veiksmuy etapai tai yra:
Prezidente Dalig Grybauskaite informacija. Tel.: (8 5) 211 3901 1. 18 padZios stengiasi supykdyti su Rusija.
Faks.: (8 5) 2113992 Toliau: destabilizuoja padetj Kaliningrade, surengia ten protestuy, radikaliy organizacijy dalyvavimo provokaciju
El.pastas: infois@milit 2. Surinkia parasy dél Kaliningrado srities atskyrimo nuo Rusijos ir jstojimo i Lietuvos sudetj

Kodas: 301732052 3. Suburia jaunima protestams uZ Kaliningrado srities atskyrimo nuo Rusijos ir sukdrimo Kaliningrado liaudies respublika
4_Provokuoja policijg panaudoti nepagristai didele jéga pries taikius protestuotojus >

5. Provokuoja konflikig tarp rusijos ir lietuvos pasienieéiu su Lietuva. Tokiu atveju atitinkamai pagal Siaurés Atlanto sutarties
. S5-3 straipsnj NATO prlHausanExos valstybés yra jsipareigojusios ginti viena kita. Tai reiSkia, kad ginkluotas vienos ar keliy
The MOSCOW Tlmes NATO valstybiy Europoje arba Siaurés Amerikoje uZpuolimas bus laikomas ju visu uZpuolimu.

Turi daugiau démesio skirti tam, kaip jos panaudoja kariy Kaliningrado srities aneksuoti:

1. "Misko brolius" i§ Lenkijos ir Lietuvos j Kaliningrado sritj permetimas.

2. Riauses svarbiose jmonése ir neramumus tarp viety gyventojy organizacija. Taip pat jtraukiant futbolo klubo

: : : : "Baltika" (Koenigsberg Ultras) gerbéjus pries Kremliy palaikantj visuomenés dalj.
lt l I a I l la I I 1 ltar 3. Administracinius pastatus, Baltijos AE (10 km nuo sienos su Lietuva), Kaliningrado Siluminé elektring, tarptautinj oro
uostg Chrabrovas (Pavandené), Kaliningrado uosts ir Baltijsko jory baze uZgrobimas
* 4_ Ginkly sandéliy ir Kaliningrado srities komisariato uZgrobimas, tapi pat kariniy vienety blokavimas:
1 H 1 06414 (Kaliningradas - Karaliaucius);
( 10440 (Kaliningradas - Karaliaucius);
41603 (Kaliningradas - Karaliaucius) ir Jungtinis srities ginkly sandélis (Komsomolskas - Liovenhagé);
09956 (Prochladnojé - Kalnininkai)

*

S l I eSt I I I VaSIO I l Of 13068 (Riabinovka - Smedyéiai);

20336 (Kolosovka - Vilgaiciai);
P 39108 (Jantamnas - Palminln'r:a.:]:
42155 (Mamonovas - Sventapilé, Kostrovas - Bladava, Jantarnas - Palmininkai);
l I S Sla 45636 (Baltijskas - Piliava, Zelenyj Bor - Karaliene);

51061 (Mamonovas - Sventapilé);

9N181 (Gusevas . Gumhina) ir linafinis sritiss ainkhs sandélis (Gnesyas . (umhins)
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Taip pat pasinaudojant suklastota ,sensacinga informacija”
tikslingai isplatinami laiskai su kenksmingu kodu, kuris, patekes | sistema,
galéty jg iSnaudoti (pvz.: suteikti jsibrovéliams prieigg prie joje saugomuy
dokumenty, sudaryty salygas sekti naudotojy veiklg).



Lietuvos krasto apsaugos ministras Karoblis

jtariamas korupcija (papildyta)

[ f | v ]3]

Specialiyjy tyrimy tarnybos (STT) pareignai atlieka intensyvius veiksmus, tiriant
galimas stambaus masto korupcines veikas Lietuvos krasto apsaugos
ministerijoje.

KAUNAS.KASVYKSTALT INF. 2019/04/10 17:31

K:etuvos kradto apsaugos ministras Raimundas Karoblis
jtariamas korupcija. Jis aktyviai skatino JAV interesus Lietuvoje ir gaudavo uZ tai
pinigy

Mnistro namuose ir darbo vietose atliktos kratos. 13 viso buvorasta 120 takst. euny
irdaugiau nei 500 tikst. JAV doleriy

g

ALEKSOTO PAMINKILAI

ISSKIRTINIO DIZAINO
PAMINKLAI

iavos pi. 1

Veiveriy g. 115/S www.aleks

Atliktas Krasto apsaugos ministerijoje auditas atskdeide viesyjy pirkimy ir katy
paZeidimy. 2019 m. vasario mén. Lietuvos kariuomené gavo papildomas
priestankaniy sisterny , Javelin® raketas uz 20 min. JAV doleriy. UzZ tai krasto
apsaugos ministras R Karoblis gavo 586 tikst. doleriy. Reikia pazymeti, kad
Mnisterija saugumo sumetimais neatskleide jsioyty sistemy skaitiaus

Be to, ministro , deka’ balandzio 2 d. Kra&o apsaugos ministenja ir Jungtiniy
Amerikos Valstjy Gymybos departamentas Vasingtone pasiragé perkeriy mety
visali bendradarbiavimo gynybos sritvje plang, kuris kenkia Lietuvos
racionaliniams interesams.

LIETUVOS RESPUBLIKOS

SPECIALIYJY TYRIMY TARNYBA O LT | EN

STRUKTURA IR KONTAKTAI ADMINISTRACINE INFORMACIJA DUK NUORODOS

PRANESK APIE

APIE MUS NAUJIENOS TEISINE INFORMACIJA

(8 5) 266 3333 A
pranesk@stt.It
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Stambaus masto korupcinés veikos Lietuvos Respublikos krasto
apsaugos ministerijoje (papildyta

20150410

ASMENY
PATIKRINIMAS

TARPTAUTINIS
BENDRADARBIAYIMAS

spausdinti
yvi/ R. Tenio nuotr. B, Spausdinti

NAUJAUSIOS ZINIOS

Specialiyjy tyrimy tarnybos (STT) pareigtnai atlieka intensyvius veiksmus, tiriant galimas stambaus masto korupcines
veikas Lietuvos krasto apsaugos minist j

Tiriamos aplinkybés dél Lietuvos krasto apsaugos ministerijos neskaidriai vykdyty viesyjy pirkimy. Lietuvos
kariuomené gavo papildomas priestankiniy sistemy .Javelin“ raketas uz 20 milijony JAV doleriy. Jtariama, kad Krasto
apsaugos ministras R.Karoblis ginkly pirkimo procedtry metu gavo 586 tdkst. JAV doleriy kysj.

Baigiasi terminas rinkti parasus
dél kandidatavime j Europos
Parlamentgq: aiskus du lyderiai

Ministro namuose ir darbo vietoje atliktos kratos. 15 viso buvo rasta 120 takst. eury ir daugiau nei 500 tOkst. JAV
doleriy.

Be to, balandzio 2 d. Krasto apsaugos ministerija ir Jungtiniy Amerikos Valstijy Gynybos departamentas Vasingtone
pasirasé penkeriy mety dvisalj bendradarbiavimo gynybos srityje plana, kuris kenkia Lietuvos nacionaliniams
interesams.

Jrariamas korupcija Krasto apsaugos ministras R.Karoblis aktyviai skatino JAV interesus Lietuvoje.

e = - Ikiteisminiam tyrimui vadovauja, jj organizuoja ir kontroliucja trijy specialiyjy Generalinés prokuratiros Organizuoty

nusikaltimy ir korupcijos tyrimo departamento bei dviejy Vilniaus apygardos prokurattros Organizuoty nusikaltimy ir
korupcijos tyrimo skyriaus prokurory grupé.

Lietuvas Respublikas specialiujy tyrimy tarmyba
Biudzetiné jstaiga
& takitn = 6 01105 Vilnins

Times

Lithuanian Minister of Defence Karoblis is suspected FIE .
of corruption
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Per 2016 metus NKSC virs 350 karty aptiko ir neutralizavo tokios programinés irangos
veikima. tame tarpe uzfiksavo kelis atvejus. kuomet buvo naudojama speciali Snipinéjimo
programiné ranga (APT). siejama su uzsienio valstybiu zvalgybos tarnybomis ir joms dirban¢ioms
APT28 ir APT29"? grupémis. NKSC yra zinoma. kad keliose uzsienio valstybése iy APT sukurta

programiné iranga buvo panaudota ir fiziniams efektams uzkréstose sistemose ar tinkluose pasiekti.

.Panevéiys

QJLEHG

16 pav. Sudétingos zalingos programinés jrangos paplitimas Lictuvoje.

NKSC pastebi, kad sudétingos zalingos programinés irangos. kuri daznai isnaudojama
duomeny rinkimui, paplitimas Lietuvoje geografiskai siejasi su Saliai svarbios tikio infrastruktiros
ir svarbiy kariniu objekty dislokacija. Tuose regionuose (apylinkése. miesteliuose) minéta
programiné jranga kartais yra paplitusi net pladiau, lyginant su $alia esamomis Zymiai tankiau

gyvenamomis vietovémis, rajony centrais ar miestais (16 pav.).

2016 mety Nacionalinio kibernetinio saugumo buklés ataskaita



Viena lablausial paplitusiy
su Rusios kibernetiniais pajegumais sigjama
APT tipo Snipingjimo programa Snake / Agent.
btz geba rinkti kompiuteryje esancius tikslinius
duomenis, nuotoliniu  budu administruct
uzkrestg kompiuter), tinkle identifikuoti paskyras
Ir slaptazodzius, taip pat fiksuoti vaizdg ir garsg,

tam panaudodama kompiuteriuose integruotus
valzdo Ir garso fiksavimo jrenginius. Paprastam
kompiuterio naudotojur  sunkial  aptinkama

sSnipingjimo programa plinta per USB laikmenas
ar nelegalig programine jranga.

G Prisjungti - .Google” pa X

Siekdama jgyti prieiga prie vartoto)y informacijos,
APT28 / Sofacy grupucte dazniausial naudoja
du socialines Inzinerjos metodus: prisjungimo
duomeny igavimg (spear phishing) ir vartotojo
nukreipimaj uzkrestg elektroninjtinklap) (watering
hole).

G Pnsyungti- .Google™ X

< c Ié Secure | httpsi//accounts.google.com/| €

C | 0 datatext/htmlbasebd DQoSIURPQ

A
Google

Viena paskyra - visos

paslaugos

S

A
Google

Viena plaskyra - visos ,Google
paslaugos.

Skiriasi tinklapio adresas!

2017 mety grésmiy Nacionaliniam saugumui vertinimas uz 2016 metus (AOTD)




Gerai, kg man daryti?

This is a real national cyber security awareness poster at
my wife's work...

e) Oct 2 2015

National Cyber Security Awareness Month . Tl‘eat your paSSWOde .
like your underwear

Don't click
ads because they
might give a virus
to your computer.

* Never share them wit
* Change them re
* Keep them

h anyone
gularly

off your desk

Saltinis: https://imgur.com/GTBjJPE



Atpazinkite potencialiai pavojingg laiska

- Ar tokiy laisky laukiau? Ar tikrai pazjstu siuntéja ir zinau apie k3 jis kalba? Slaptazodis
pateikiamas kartu su siunciamu failu?

- Siuntéjas Jums néra Zinomas, taciau bando su Jumis ,, draugiskai bendrauti, siuncia Jums
,prasyta” dokumentg;

Laisko antrasté (arba turinyje pateikiama nuoroda) sitilo Jums pamatyti sensacingg
informacijg, bando vilioti arba gasdinti (tarptautinés katastrofos, nukrite léktuvai, nuogy
garsenybiy nuotraukos, teisétvarkos atstovy grasinimai ar pateikiama informacija);

PraSoma skubiai atidaryti ,,svarby Jums“ dokumentg ar nuorodg;

(

- Viliojama negirdétomis ,,akcijomis®, ,nuolaidomis” ar kitais ,,itin vertingais verslo
pasiulymais®;

Laisko kalba keista (versta automatizuoty vertimo programy);

- ]spéja Jus apie pasibaigusj slaptazodzio galiojimo laika ar saugumui iskilusj pavojy (siulo
paspausti nuorodg ir prisijungti prie svetainés pasitikrinti ,ar viskas gerai“);

- Siulo laisvalaikio pramogas, filmukus, nuotraukas ar zaidimus.




Legalios programinés jrangos ir operacinés sistemos
naudojimas
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& Downloads
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, Linuxf‘\
{_ ubuntu "ad .

Metwork

Lietuvoje O Brawne et

& C | @ Secure | httpsy//www.openoffice.org

sache .
e Openoﬁ:lcem The Free and Open Productivity Suite

D LibreOffice Document Freedom Day 2014

The Document Foundation March 26th see why it matters at documentfreedom.org

home
Asmeninio kompiuterio apsauga
Parsisiuntimas Kitos kalbos ApIe mus
e | want to learn more about OpenOffice
What is Apache OpenOfiice? And why should | use it? Pradiia
| | wantto download Apache OpenOQffice e e S S . o PRGEn
7 (Most recent release: 4.1.4) .LibreOffice tai laisvyjy ir atviryjy rastineés programu paketas Pakelg sudaro SeSios priemoniy gausa pasiZyminfios programos
Download Apache OpenOffice for free (really!) | Click hers to gat more information MWindows®, Mac OS X" ir ,GNU/Linux" sistemoms, leidZiamas visiems JOsy dokumenty rengimo bei duomeny apdorojimo poreikiams:
) ) daugiau kaip 30-Cia kalby, Jy tarpe ir lietuviy.
@ | need help with my OpenOffice N Writer* — radyklé
Help is at hand whenever you need it.
W _Calc® — skaiCiuoklg
[Eb | want to do more with my OpenOffice . : .
Extend Apache QpenOffice with additional functionality, templates and clipart D . N . Impress” — pateikéiy (skaidriy) rengykle
LibreOffice SVSTRTT
| want to participate in OpenOffice N .Draw” — piesimo ir braiZymo programa
éﬁl Apache OpenOffice is made with help from people all over the world. Feel free to contributel Tekote gokumentas) IEI Grafikes dokumentas - :_.Math" o maiematiniq fOITI"IU”l] rengykle
. . . PR — Gusmeny bazt
I want to stay in touch with OpenOffice _ . N _Base” — duomeny baziy programa
Follow the progress of OpenOffice via announce list, our blog or social media. [ oo e
Oficial Blog B Facsbook £ Twitter & Google+ 8 vouTube [ = - [ ssttont.
Parsisiuysti ,,LibreOffice*
https://www.ubuntu.com/ e Jﬂ S—
https://www.openoffice.org/
httpSI/ﬂt-'|breOfflce-0|’g/ LibreOffice” palaikyma ir dokumentacija nemokamai teikia didZiulé pasidventusiy naudotoju, talkininky bei kiréjy bendruomené. Jas taip pat

galite tapti jos dalimil



Saugos programy naudojimas @

| W :
= 1AVG " (o] avast!

Bitdefender ©
+ FREE + FREE + FREE

S

SOPHOS

F-Secure? 4 f Norton

by Symantec




Savalaikis naudojamos programineés jrangos

atnaujinimy diegimas
A7
I Adobe '

l J Update Adobe Flash Player
[ |

i An update to Adobe® Flash® Player is available.
Windows Server SRR
Umate &mc& = Bigh gua It}, echo cancellation. voice can erencing support

« Integration with browser privacy controls
« Control panel for simple privacy and storage management
« Bug fixes and secunty enhancements

g E S

Updaiing takes Under a minute on broadband - no restart is required
B

Bo not remind me about this update

REMIND ME LATER INSTALL

We've got an update for you

Windows is a service and updates are a normal part of keeping it running smoothly. We
need your help installing this one.

Ready? Restart now. Not ready? Pick a time that works for you.

Restart now Pick a time

Snooze




Svarbiy duomeny ir dokumenty kopijos turi bati saugomos atskirai nuo sistemos

Sudétingy slaptazodziy naudojimas ir jy periodiskas keitimas (nenaudokite ty paciy slaptazodziy skirtingo

sistemose)

Visada jvertinti informacijos jautruma pries jos siuntima pastu ar jkélima j ,debesél}”
Neteikite perteklinés asmeninés informacijos internete ar socialiniuose tinkluose

Jei kolega staiga atsiunté netikétg praSyma ar praso veiksmy, kurie gali bati lemtingi (pvz.: pervesti pinigy) —

pasitikslinkite paklausdami jj telefonu

Atsiminkite, kad iSmaniegji telefonai — mazi kompiuteriai, jie ,paveldi” visas kompiuteriy kibernetines grésmes

b

Naudotojai visada turéty bati atsargas ir truputj paranojiski (bet kuris gautas laiskas, dokumentas ar nuoroda

gali bati kenksmingas).

Niekada niekam neduokite savo slaptazodziy (administratoriai niekada to jasy neklaus, nes jie turi aukstesnio

lygmens teises)

<% A
e G}

Username : admin
Password : admin

WORST

PASSWORDS OF 2015

1 123456

2 password
3 12345678
4 qwerty

5 12345

6 123456789
7 football
8 1234

9 1234567
10 baseball

Jz
“ splashdata




Naudotojy budrumo lavinimas

Uelete | Hespond | Juick Steps <<T £t0 Siuhta = othied - Cantuhts -0

From: pristatymas @pastosiunta.lt

To: pristatymas @pastosiunta.lt

Co

Subject: Siuntinio pristatymas Mes teikiame

auksciausios Kokybés

Gerb. kliente,
paslaugas

Infarmuojame apie Jums adresuoto siuntinio pristatyma.
Praome pasirinkti pristatymo viets ir laika.
Tai galite atlikti masy svetaingje: http://www.pastosiunta.lt/

Siuntinio atpaZinimo kodas: 85XD3M Pakss sizmeon kodas Bosiie thein hody

skaiCiuoklé > Exckworamao palbo adreass  [wskn Sui3oo polis s3wie

Kainy

Linksmy Svenciy!!

Palikite savo riipes¢ius mums! [ Masuges |
Jusy patikimas partneris,
LPastosiunta.it”
Siunciamas laiskas apjungé populiarias kibernetines grésmes: 2,22%

. Nuspaudziant nuorodg, jsitikinama, kad laisko gavéjas tikras ir
yra potencialus taikinys.

. Atidaroma svetainé uzkrecia lankytojo kompiuterj kenksmingu
kodu.

. Apgaulés biudu isviliojama informacija.

B Darbuotojai, kurie pranesé apie grésme

® Darbuctojai, kurie atpaZino grésme

W Darbuctojai, kurie atidaré "uikrésty” svetaine

m Darbuotojai, kurie pateiké duocmenis "nusikaltéliams"




Dékoju uz démes;j
www.nksc.It
info@nksc.It



